





How could not complying with GDPR affect your organisation?

Data protection has always been important but now, thanks to the GDPR, businesses will have a legal obligation to
ensure it. Failing to do so can have a very negative impact on the way an organisation does business:
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Loss of money: Businesses and organizations that breach the GDPR can be fined up to 4% of
annual global turnover or €20 Million, whichever is greater.In order to avoid paying fines, an
organisation will have to improve all of their business processes, technical or organisational.

Loss of client trust: Businesses have to keep their customers' data safe. In case of a data loss,
client trust can be lost and they can choose to turn to the competition. Complete data protection is
needed to avoid that.

Potential loss of business: Starting May 2018, businesses that do not comply with the GDPR and
who cannot protect customer data, will lose their credibility, potentially losing important business
opportunities.

How can a Syneto solution help you comply with the GDPR?

Choosing the right IT infrastructure can help you overcome the challenges arising from meeting GDPR standards. A
Syneto solution easily integrates with all your business actors and processes thanks to:
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A flexible and granular backup policy for all the Advanced user management tools and Domain
applications and files on the infrastructure which can server integration which make sure only employees
be easily managed by the DPO with the proper credentials can access data.

Remote office Headquarters

Advanced analytics

Active Directory access

1440 backups/day
for every VM/file

RTO: 15 minutes
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GDPR provisions

Article 5 - The processing of personal data

(1) f) Personal data must be processed in a manner
that ensures data secutiry, including protection
against unauthorised/unlawful processing and

against accidental loss, destruction or damage, using
appropriate technical or organisational measures.

(2) The controller (you as the owner) shall be
responsible for, and be able to demonstrate
compliance and accountability.

Article 24 - Responsibility of the controller

(1) The controller shall implement appropriate
technical measures to ensure and to be able to
demonstrate that processing is performed in
accordance with regulation.

(2) The measures referred to in paragraph 1 shall
include the implementation of appropriate data
protection policies by the controller.

Article 32 - Security of processing

(1) The controller/processor shall implement
technical and organisational measures to ensure a
level of security appropriate to the risk, including:
b) the ability to ensure the ongoing confidentiality,
integrity, availability and resilience of processing
systems and services

c) the ability to restore the availability and access to
personal data in a timely manner in the event of a
physical or technical incident;

(2) In assessing the appropriate level of security,
account shall be taken in particular of the risks that
are presented by processing, in particular from
accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to personal
data transmitted, stored or otherwise processed
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How Syneto helps you comply

Data security and recoverability

The filesystem inside SynetoOS (running on all
Syneto products) is specifically designed to provide
data security and recoverability. Personal data can be
recovered in case of malicious software attacks,
accidental deletion or physical loss of the platform.

A Syneto system will allow you to easily demonstrate
the level of protection, as well as recoverability of any
files or virtual servers containing personal data.

Data is safe from corruption

With Syneto you can meet the technical aspects of

protecting personal data. Your Syneto appliance can

keep the data safe from corruption and recoverable
from viruses, deletions or natural disasters.

Syneto appliances provide you with automatic
backups and replication policies which ensure
appropriate and provable protection.

Confidentiality and limited downtime

Syneto products are designed to ensure
confidentiality by interfacing with Data Access
Control software like Microsoft Active Directory. The
appliances and SynetoQS are also designed to limit
the downtime of processing systems (hosted VMs or
file shares) and recover the systems in only 15 min.

Syneto systems include built-in Disaster Recovery
capabilities and a dedicated DR unit which can
“replay” the entire IT infrastructure in just 15 minutes.

Syneto systems are designed to prevent data loss
under any of these circumstances. Corrupted data is
self-healed during integrity checks, data access is
controlled by integration with Domain Servers and it
can be recovered from malicious software attacks,
deletions, hardware failures or natural disasters.
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